CENTRUM CERTYFIKACJI SIGNET

Procedura pozyskania i instalacji certyfikatow SSL
dla Internet Information Server 5.0

1. Generowanie pary kluczy oraz wniosku o certyfikat CSR

Uruchamiamy Internet Information Services. Nastepnie ustawiamy sie na zadang ustuge — w naszym przypadku
na Default Web Site i klikajac prawym przyciskiem myszy z menu kontekstowego wybieramy opcje Propertis.
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Default Web Site Properties d |

Wwieb Site | Operatars I Ferformance I ISAPI Filters I Home Directory I Documents
Directary Security | HTTP Headers I Cuztorn Errors I Server Extensions

—&nonumous access and authentication contral

Enable anonymouz access and edit the
w authentication methods for this resource. | Edit . I

= =5

—|F addrezz and domain name restictions

[Grant or deny acceszs o thiz resource wsing
I[P addreszes ar intermet damain names.

Edit.. |

— Secure communications

Require secure communications and
enable client certificates when thiz
resolrce iz accessed.

Server Certificate. . |

Yiew Certificate.,.. |

[ Edit... |

k. | Cancel | Amply | Help |

Nastepnie ustawiamy sie na Directory Security i wybieramy Server Certificate. Uruchomi sie kreator Web Server
Certificate Wizard.

Welcome to the Web Server Certificate Wizard. x|

Welcome to the Web Server

% Certificate Wizard
N

Thiz wizard helpz you create and administer server
certificates uzed in zecure Web communications
between your zerver and a client,

Statuz of your Web server

Your Web Server doesn't have a certificate installed
and pou daon't have any pending requests.
Certificate Wizard will help pou to create a new
certificate for thiz \Web Server or attach to an
emizting certificate.

To continue, click Mest. Q
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Nastepnie klikamy Next i wybieramy opcje Create New Certificate.



115 Certificate Yizard

Delayed or Immediate Bequest
Y'ou can prepare a request to be sent later, or you can send one
inmmediatel.

Do you want to prepare a certificate request to be sent later, or do pou want to zend it
irmmediately to an anling certification authority?

{* Prepare the request now, but send it later

= Send the request immediately bo an online certification autharity

< Back I M ent > I Cancel

Wybieramy opcje ,Prepare the request now, but send it later”.

W kroku kolejnym wybieramy nazwe certyfikatu oraz dtugosc klucza.

115 Certificate Wizard

Mame and Security Settings
'our new certificate must have a name and a specific bit length.

Type a name for the new certificate. The name should be asy for pou ta refer to and
remermber.

M ame:
Default wWeb Site

The kit length of the encryption key determines the certificate's encyption strength.
The greater the bit length, the stronger the zecurity. Howewver, a greater bit length may
decreaze perfarmance.

Bit lenigth:

1024 %

[ Server Gated Ciyptography [SGC] certificate [for export versions only]
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Wpisujemy nazwe organizacji np. nazwa firmy oraz jednostke organizacyjnag np. dziat w firmie.

I1S Certificate Wizard

Organization Information
Y'our certificate must include information about pour arganization that
diztinguizhes it from ather organizations.

Select or type vour organization's name and vour organizational unit. This i tpically the
leqal name of pour organization and the name of vour divizion or department.

Far further information, consulk certification autharnity's YWeb zite,
Organization:

ITF' Internet j

Organizational unit;
IEentrurd Certyfikacy Signet j
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Wpisujemy nazwe DNS serwera.

IIS Certificate Wizard x|

Your Site's Common Hame
Your Wweb site's common name iz itz fully qualified damain name.

Type the common name for your zite. If the server iz on the Internet, uze a valid DMS
name. |f the server iz on the intranet, pou may prefer to use the computer's MetBIOS
nane.

[f the common name changes, you will need to obtain a new certificate.

Common name;

waan gignet. pl
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Nastepnie podajemy kraj, wojewddztwo, miejscowosé.

I1S Certificate Wizard

Geographical Information
The certification autharity requires the fallowing geographical infarmatian.

Country/Hegion:

FL [Poland]

Statesprovince:

IM azowieckie j
Cityslocality:
I'W'arszawa j

Statesprovince and Citpdlocality muzt be complete, official names and may not contain
abbreviations.
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Wybieramy plik, w ktérym zostanie umieszczone zgdanie certyfikatu.

115 Certificate Wizard

Certificate Request File Name

Your certificate request iz zaved az a text file with the file name you
zpecify.

Enter a file name far the certificate request.

File name:

Browse. .. |
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Podsumowanie :

115 Certificate Wizard

Request File Summary
Y'ou have chogen to generate a request file.

To generate the following request, click Mest.
File name: [ \certreg, bt

“'our request containz the following information:

lzzued To v, zignet. pl

Friendly M ame Default %eb Site

Country & Fegion PL

State / Province M azowieckie

City W arszama

Crganization TP Internet

Organizational Lnit Centrum Certufikac) Signet
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Whniosek o certyfikat moze wygladac nastepujaco:

————— BEG N NEW CERTI FI CATE REQUEST- - - - -

M | DI DCCAok CAQAWG Yox Fj AUBgNVBAMIDXd3dy5zaWluZXQuc GauxJ DA BgNVBAS T
GON bnRydWg@VydH maW hY2ppl FNpZ251 dDEUMBI GALIUEChM_VFAgSW0ZXJu
ZXQX ETAPBgNVBAC TCFdhc nN6 YXdh MRQAEQ YDVQQ Ewt NYXpvd2l | Y2t pZTELMAKG
ALUEBhMCUEWWY Z8WDQYJKoZI hv c NAQEBBQADg YOAM GJAoGBACA3nsppw sCGo+M

WCcpr z3z Qo3KEAAF MhIkoy p+3yj Qx8GhCf 0YBeDYr W1 Tns5PcVBI APekB8eN8
cMbwj Ccubj ai xv95DVOB6JCyzBzi j Eyf xf yMraf fi O28Cl uEl xUP8cCpy/ | 04dt q
9hJMbb3I Pgal Np/ D3oi XxxaRKAq9AgMBAAGIggFTMBOGC s GAQQBgj cNAgMkDBYK
NS4wLj | xOTUUM AlBgor BgEEAYI 3AgEQVECwWI TACBgNVHBBAF 8 EBAMCBPAWEWYD
VROl BAWAVCg Yl KwYBBQUHAWEWGT 0GC s GAQQBgj cNAgl xgedwges CAQEeWIBNAGKA
YwBy AGBAcwBv AGYAdAAgAFI AUNMBBACAAUNBDAGIAYQBUAGAAZ(Bs ACAAQABY AHKA
cABOAGBAZWBY AGEAC ABoAGK AYWAgAFAAC gBv AHYAa(BKk AGUACgOBi QBf E24DPqBw
Fpl R15/ xZDY8Cugoxbyymt wq/ t APZ6dz Pr 92y 30NnkKQbKcsbLR/ 4t 9/t WII M F
hZonr x12qBf | Coi KUXr eSK890Q Lr LEt 01f r m dycoXHhSt SsZdnm5vszv827FKKk
5bRW vI | eBgf KnEPIJHOnoi G6UScvgA8QF gAAAAAAAAAAMAO GCSq GSI b3DQEBBQUA
A4CBAAW Tv+0j gzRLNKTH TL3DgPyOf i spn+ABI 5KgqdL7Q ear uj NNxI YJgXpoKi

awDx 1800QR2UEzzc L/ wp9Z0Oc SUBKHSXt v5yqqC2j 7f OHSF | 1NEb5aX61SC/ KUnkY
ePacDb8UhDu/ 044 Lpt ua2f p2j | OZLaxX/ GoPTzCTDgWCLGEY

————— END NEW CERTI FI CATE REQUEST- - - - -

Wygenerowany wniosek nalezy wklei¢ na stronie Centrum Certyfikacji Signet.




2. Instalacja certyfikatu

Po wystaniu zadania certyfikatu do Centrum Certyfikacji Signet i otrzymaniu certyfikatu mozemy przystapi¢ do
jego instalaciji.

Ponownie uruchamiamy kreatora IIS Certificate Wizard.

Nastepnie wybieramy opcje ,Process the pending request and install certificate”.

115 Certificate Wizard

Pending Certificate Request
A pending certificate reqlst iz a request to which the certification
authaority has not vet responded.

& certificate request iz pending. *what would vou like to do’?
¥ Process the pending request and install the certificate

" Delete the pending request
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Certyfikat otrzymany z Centrum Certyfikacji Signet zapisujemy do pliku a nastepnie wczytujemy go do systemu za
pomocg kreatora.



115 Certificate Wizard

Process a Pending Request

Process a pending certificate request by retrieving the file that containg
the certification authonity's responze.

Enter the path and file name of the file containing the certification authonity's responze.

Path and file name:

Fwa, signet.pl cer | Erowse... I
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Nastepnie wyswietlane jest podsumowanie. Nacisniecie przycisku Next a nastepnie Finish powoduje
zainstalowanie certyfikatu.

115 Certificate Wizard

Certificate Summary
Y'ou have chosen to install a certificate from a responze file.

Ta inztall the fallawing certificate, click Hext.
File name: f e, zigeet. pl. cer

Certificate details:

lzzued To v, zignet. pl

|zzued By Eléntrum Certyfikac) TP Interet - Laboratorium - 56
Eupiration Date e 2002

Intended Purpose Server Authentication

Friendly M ame Default %eb Site

Country # Fegion PL

Organizatian TP Internet Sp. 2 .o,

Organizational Lnit Centrum Certufilkacii TP Internet - Labaratarium -

SECentrum Certyfikacy TP Internet

< Back I eRt » I Cancel




Aby wymusi¢ komunikacje serwera WWW po protokole https nalezy w zaktadce "Directory Security" w sekcji
"Secure communications" za pomoca przycisku "Edit" przej$¢ do konfiguracji i zaznaczy¢ opcje "Require Secure
Channel".

Whasciwosci: default |

“Wieb Site | Perfarmance I |S4P Filters I Haorme Directory I Documents I
Directary Security | HTTP Headers I Custom Ermars I Server Extensions

—Anonumous access and authentication control

Enable anorymouz access and edit the
w authentication methads for thiz resource. Edit |

nx o

| address and domain name restrichions

[arant an deny access bothiz resaurce Wsihg
|F addreszes ar intermet domain names.,

Edi... |

— Secure communicatians

Fequire secure communications and
enable client certficates when thiz
[egolUce iz accessed. |

Server Certificate. .. |

Wiew Certificate...

k. | Anuluj | ZastosL] | Pomoc |

Secure Communications

v Reguire secure channel [S5L1]

[ Fequire 128-bit encivption

— Chent certificates

&+ |gnore client certificates
i Accept client certificates
" Require client certificates

[~ Enable client certificate mapping

Client certificates can be mapped to Windows user
accounts. Thiz allows access contral to rezources :
Lzing client certificates. Edit... |

[~ Enable cerificate trust list
[Eurrent ETL: I j

Hew.. | Edi.. |

| ] I Cancel | Help |




