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1. Generowanie pary kluczy oraz wniosku o certyfikat CSR.

W celu wygenerowania pary kluczy oraz zadania certyfikatu (CSR) nalezy skorzysta¢ z konsoli
administracyjnej (Exchange System Manager):
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Po uruchomieniu konsoli nalezy wybrac serwer oraz protokot, ktéry chcemy zabezpieczyc:
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Po wywotaniu wiasciwosci danego protokotu wybieramy zaktadke Access:

Default POP3 Yirtual Server Properties

General Access l teszage Fl:urmat]

Acceszs control

Enable anonymous access: and edit the

authentication methads for thiz rezource. Mbzblizelisi.. |

SECUE communication

Wiew or get the zecure communications
method uzed when this virtual server iz

acceszed. o
Communicatior...
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Grant ar deny access ko this resouce using

. Connection... |
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Po nacis$nieciu na klawisz Certificate... uruchomiony
zostanie kreator Web Server Certificate Wizard.

Welcome to the Web Server Certificate Wizard.

Welcome to the Web Server

% Certificate Wizard
N

Thiz wizard helps you create and adminigter server
certificates uzed in zecure Web communications
bebween your zerver and a client.

Status of your Web server

“'ou have a certificate installed for the selected
zerver. Certificate ‘Wizard will help you to manage
thiz certificate.

To continue, click MNext,

Cancel




Nastepnie klikamy Next i wybieramy opcje Create a new certificate:

IIS Certificate Wizard
Server Certificate
There are three methods for agzigning a certificate to a'wWeb site. @

S

Select the methiod you want to uze for thiz web site;

{* Create a new certificate.
" Agzign an exigting certificate

" Import a certifizate fram a Key Manager backup file.
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Wybieramy opcje Prepare the request now, but send it later.

IIS Certificate Wizard
Delayed or Inmediate Request
Y'ou can prepare a request to be gent later, or you can send one %
immediately. %

Do you want to prepare a certificate request to be sent later, or do pou want to zend it
immediately to an online certification authoriby?

{* Prepare the request now, but zend it later
~
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W kroku kolejnym wybieramy nazwe certyfikatu oraz dtugos¢ klucza (1024).

IIS Certificate Wizard

Mame and Security Settings
Your new certificate must have a name and a specific bit length. %

Type a name for the new certificate. The name should be easy for vou to refer to and
remember.

Mame:
Default POP3 Yirtual 5erver

The kit length of the encryption key determines the certificate's encyption strength.
The greater the bit length, the stronger the secunty. Howewver, a greater bit length may
decreaze performance.

Bit length:

512 |

512

tography (5G] certificate (for export versionz anly)

< Back | Hest > | Cancel

Wopisujemy nazwe DNS serwera

IIS Certificate Wizard
Your Site's Common Name
our Web zite's common name iz itz fully qualified domain name. %
=

T ype the common narme for your zite. IF the server iz on the Intemet, uze a valid DWNS
name. If the server iz on the intranet, you may prefer to uze the computer's NetBIOS
e,

If the common name changes, you will need ko obtain a new certificate.

Commaon name:

testzsl tpi.pl
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Nastepnie podajemy kraj, wojewddztwo, miejscowosc.

115 Certificate Wizard
Geographical Information
The certifization autharity requires the following geographical infarmation,

Countr/Reqior;
[Paland)

State/province:

IMazwuieckie j
Citydlocality:

I"-.-'-.-"arszawa - I

State/province and Citpdlocality muzt be complete, official names and may not contain
abbreviations.

¢ Back I MHewt > I Cancel

Wpisujemy nazwe organizacji np. nazwa firmy oraz jednostke organizacyjna np. dziat w firmie

1IS Certificate Wizard |
Orgamzation Information

Yaour certificate must include infarmation about pour arganization that
diztinguizhes it from ather arganizations.

Select or type pour organization's name and pour organizational unit. This iz wpically the
leqal name of pour organization and the name of pour division or department.

Far further information, consulk certification authariby's Web zite.
Organization:

ITF' [ nternet j

Organizational unit;
IEentrum Certyfik.ac)i Signet j
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Wybieramy plik, w ktdrym zostanie umieszczone zgdanie certyfikatu.

115 Certificate Wizard

Certificate Request File Name

Your certificate request iz zaved az a text file with the file name pou
gpecify.

Enter a file name far the certificate request.

Eile name:
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Po wykonaniu wszystkich powyzszych czynnosci zostanie
Wyswietlone podsumowanie danych zawartych w pliku CSR.

I1S Certificate Wizard

Certificate Summary
'ou have chozen to install a certificate from a responze file.

T o ingtall the following certificate, click Mest.
File name: c:hzerver cer

Certificate details:

lzzued To testzzl tpi.pl

|2zued By Centrum Certufikacii TP [nternet - Laboratorium - 56
E xpiration Date 31342002

|ntended Purpoze Server Authentication

Friendly Mame Drefault POF3 Yirtual Server

Country # FBegion PL

Organizational Lnit Centrum Certyfikacy TP
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2. Instalacja certyfikatu

Po wystaniu zadania certyfikatu do Centrum Certyfikacji Signet i otrzymaniu certyfikatu mozemy przystapi¢ do
jego instalaciji.

Ponownie uruchamiamy program kreatora IS Certificate Wizard.

Welcome to the Web Server Certificate Wizard.

Welcome to the Web Server

% Certificate Wizard
N

Thiz wizard helps you create and adminigter server
certificates uzed in zecure Web communications
bebween your zerver and a client.

Status of your Web server

“'ou have a certificate installed for the selected
zerver. Certificate ‘Wizard will help you to manage
thiz certificate.

To continue, click MNext,

Cancel

Nastepnie wybieramy opcje Process the pending request and install certificate.

IIS Certificate Wizard
Pending Certificate Request
A pending certificate request iz a request to which the certification %
authaority haz not yet responded. %

& certificate request iz pending. *hat would vou like to do’?
¥ Process the pending request and install the certificate

" Delete the pending request
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Certyfikat otrzymany z Centrum Certyfikacji Signet wczytujemy do systemu za pomocg kreatora.

IIS Certificate Wizard
Procesz a Pending Aequest
Process a pending certificate request by retrieving the file that containg @
the certification authonity's responze. %

Enter the path and file name of the file containing the certification authority's responze.

Browse. .. |

Path and file name:

< Back | Mewxt = | Cancel

Po wczytaniu certyfikatu zostaje wyswietlano podsumowanie danych zawartych w certyfikacie.

Nacisniecie przycisku Next a nastepnie Finish powoduje zainstalowanie certyfikatu.

IIS Certificate Wizard
Certificate Summary

fou have chosen to install a certificate from a response file, @
SN

T o inztall the following certificate, click Mest.
File name: C: hEEMVEL CET

Certificate details:

|zzued To beztzzl bpi.pl

|zzued By Centrum Certyfikacii TP Internet - Laboratorium - 56
E spiration Date 31342002

|ntended Purpoze Server Authentication

Friendly M ame Default POP3 Yirtual Server

Country # B egion FL

Organizational Unit Centrurm Certyfikacii TP
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Aby wymusié¢ komunikacje serwera po protokole SSL nalezy w zakfadce Access Advanced
wybraé przycisk Communication... i zaznaczy¢ opcje Require secure channel.

Default POP3 Yirtual Server Properties 2| |

Gereral Access I Mezzage Fn:nrmatl

—&ccess control

Enable ananumaous access and edit the
authentication methods for thiz rezounze.

. Security E I
— Secure communication-

Wigw ar get the gecure Onee a valid key certificate iz inztalled, you can require that accezs take
method uzed when thi:  place on a secure channel.
acceszed.

Authentication. .. |
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[ Require 128-bit encryption
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