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W celu rozpoczecia procesu generowania zgdania CSR oraz instalacji certyfikatu nalezy uruchomi¢ konsole
administracyjng, wybraé zadany serwer i za pomocg przycisku Open przejsé do wiasciwosci wybranego
serwera.
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Za pomocag przycisku Next przechodzimy do nastepnego etapu.

@ Certificate Setup Wizard

Introduction

Thizs wizard will take you through the process of setting wp encryption
security (S5L) for this server. This process typically consists of three main
parts:

1. Generate a server cerificate request
2. Send the server cetificate reguest to a cedification autharity (CA)
3. Inztall the server cedificate sent to you by the cedification autharity

Click "Mext" to continue

Mext= Cancel Helgp

Nalezy wybra¢ No w drugim pytaniu i za pomocg przycisku Next przejs¢ do dalszego etapu.

@ Certificate Setup Wizard

Token Zelection

1. Select a token (Cryptographic Device)

internal

2. |z the server cedificate already requested and ready to install?

{+ Mo
(" Yes

" Do not install & cedificate
[U=zing an external token which already has one.)

Click "Mext" to continue

=Back | Mext= | Cancel Help




Wymagane jest utworzenie bazy kluczy (tylko za pierwszym razem):

@ Certificate Setup Wizard

Generating a Trust Databaze

A Trust database does not exist for thiz server. A Trust databasze is
neceszary to set up S5L.

Click "Mext" to continue

=Back i Mext= Cancel Help

Podajemy hasto do bazy kluczy:

@ Certificate Setup Wizard

Generating a Trust Databasze - Step 1

The newy Trust database consists of a newy key database and a neww
cerificate databaze, which may either be used by tself, or in addition to an
external token for encryption. Pleaze enter a pazsword to be uzed to access
this database.

Selected Token: slapd-ldap-zsl

e Pazswared: | FEEEF IS

Canfirm Passwaord: | FEEEF IS

Click "Mext" to continue

=Back | Mext= | Cancel Help

Informacja o utworzeniu bazy kluczy:

E Certificate Setup Wizard

Status

Trust database has been succezsfuly created.

Click "Mext" to continue

=Back Cancel Help




Rozpoczecie generacji zadania certyfikatu :

@ Certificate Setup Wizard
Generating a Cetificate Reguest
The Wizard will nowy continue with the cedificate request process. Befare
requesting a cedificate, you should click "Help" and read through the detailed
zteps of determining the correct distinguished name "Server Host Mame" far
thiz server. The Wizard will pramgpt you for the Server Host Mame [ater.
Click "Mext" to continue

=Back Cancel Help
Wybieramy New Certificate i podajemy swoj adres email :
@ Certificate Setup Wizard

Genersting a Certificate Request - Step 1

1. |z thiz a request for & newy server cedificate or to renew an existing
setver cerificate?

f* hlew Cedificate
(" Cedificate Renewal

2. Howy do yiou wish to submit this cedificate request to the cedification
authority (CA77

% To CA's email address: | Mos@firma.com

 ToCa's URL: |
Click here to =ee a list of cerification autharities: Showe C&

Click "Mext" to continue

=Back Mext= Cancel Helgp




Wypetniamy dane do certyfikatu (w certyfikacie testowym wazne jest tylko pole Common Name):

@ Certificate Setup Wizard

Genersting a Cetificate Reguest - Step 2

* YOLF NamE: |.&dministratu:ur

* Telephone: | 12345675

* Zerver Host Mame: |Idap.tpi.pl
Ex: wewewy netacape .com

* our email address: |h‘tns@firma.cnm

* Organization: | TP Internet

Organizational Unit: |Cer|trum Cettyfikacii Signet

Locality: |

State or Province: |

* Country: QNS ETTe)

* reguired fields

Ll L

Click "Mext" to continue

=Back | Mext= | Cancel Helgp

Podanie hasta do bazy kluczy :

E Certificate Setup Wizard

GZenerating a Certificate Reguest - Step 3

Pleaze enter the password for the zelected token. (Thiz should be the zame
pazsword you entered wwhen creating a nesw Trust databasze.)

Selected Token:  internal (software)

Trust Databaze Passward; | FEEETEEE

Click "Mext" to continue

=Back Cancel Help




Wygenerowane zadanie certyfikatu kopiujemy do schowka (przycisk Copy to Clipboard) :

E Certificate Setup Wizard

Generating a Cerificate Reguest - Step 4

It wou're wusing Unix, your regquest has been emailed automatically to the C4
for you. After you receive the cedificate from the CA | run thiz wwizard again.
To exit the wizard novy, click Cancel.

If wou're using YWindows MT, you need to manually email this request to the
CA . There are two methods for doing this. Click Help for detailed information.

| Copy to Cliphoard |

Click "Mext" to continue

=Back Mext= Cancel Helgp

Nie zamykamy kreatora. Przechodzimy przez proces pobrania certyfikatu i w okno Wniosek o certyfikat
wklejamy ze schowka Zzadanie certyfikatu. Po odestaniu przez CC Signet odnosnika do strony z certyfikatem,
wchodzimy na nig i kopiujemy do schowka przestany certyfikat, a nastepnie kontynuujemy prace kreatora:

E Certificate Setup Wizard

Inztall the Server Certificate

The wizard will nosy guide you through the cedificate installstion process. To
complete thiz process you must have a server cetificate. Typically a server
cetificate was emailed 1o you by a certification authority .

Click "Mext" to continue

=Back Cancel Help




Wybieramy This Server i podajemy hasto do bazy kluczy:

E Certificate Setup Wizard

Install the Server Cedificate - Step 1

1. Inztall Cettificate for?
* Thiz Server

(" Server Cerificate Chain
" Trusted Cerificate Authority

Enter the pazsword for the zelected token:

Selected Token:  irternal (zoftware)

Passwvare: | *x++errs

Cetificate name: Server-Cert

Click "Mext" to continue

=Back i Mext= i Cancel Help

Wklejamy w duze pole tekstowe certyfikat przestany z CC Signet (przycisk Paste From Clipboard):

E Certificate Setup Wizard

Install the Server Ceificate - Step 2

" The cerificate is located in this file:

f* The cerificate iz located in the following text field.

[Paste the server cedificate, including BEGIM and EMD headers, into this text
fieldd.)

----- BEGIM CERTIFICATE----- -
MICKDCC Ahig A wIBAQEP Goldz AMNBokghkiGSw 0B AQUF ADCEmMDELMAK
BAOTFIRQIEILAG Wy bm OIF M LIBEIG Sulby 4 T ARBoMY B As TIEMIbAR:y
IFREIELcG im0 T Ove Cone Y DY @RDEZRD DMS0cnAAIER cRS Zmir
[Exhym3yy KRveml bSAHFM2ZMB4 XD T AvMDEMz ASMD &4 T 2R DT Ay kDt

ATUEBhMCUEw xIDABM vBASTFOMbARychAIgQ 2 ydHIma Y 2pplFR:
LnRwaZswhDCBnzANBokohkiGw0BAQEF AACHIG LAY KT YEAZCEY T

1] | ’

| i Paste from Cliphoard

Click "Mext" to continue

=Back | Mext= Cancel Helgp




Dodanie certyfikatu do bazy (przycisk Add) :

@ Certificate Setup Wizard
Install the Server Cerificate - Step 3
Cerificate name:
This Cettificate belongs to: This Certificate was izsued by
Icdap tpi pl Centrum Certyfikaci TP Internet -
Centrum Certyfikacii TP Laboratarium - =6
PL Centrum Certyfikacj TP Internet
TP Internet Sp. z 0.0,
PL
Serial Mumber:
3CEA 34 TT
Cetificate Fingerprint:
93:EV:26:E4: B8 534 AL SE 94607V F 350052375
This cetificate iz valid from Wed Feb 13, 2002 ta Fri Mar 15, 2002
Click 'Add' to add this cedificate. Aol
=Back Cancel | Help |
Podsumowanie i dodatkowe instrukcje:
E Certificate Setup Wizard

Status

Your zerver cetificate has been installed. You may noss turn an encryption
for your server!

Befare you can use S50 encryption onthis server, you must fallowy these
steps:

1. Gato thiz zerver's console.

2. Click Configuration, and then click Encryption.

3. Zelect Enakle 5L Encryplion.

4. Provide additional SSL information as necessary.

=Back Done Cancel Help




W celu uruchomienia SSL na serwerze nalezy wybrac na konsoli zaktadke Encryption
i zaznaczy¢ pola wyboru Enable SSL i RSA
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Po nacisnieciu przycisku Save nalezy zrestartowac serwer.
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